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b Thin momerasdne taggests astion es your parh. ook acsion
is raquested in pavagraph ¢. AR -

& The attached Kepors on Clearanes Processes (I 43 Frcum-
e pdating Po. 9) wen prapared by wn ad Y. eorrniites of rupresen-
ilver of DHY, NUP, snd DRY. TRe DOS Fopreseutative was & miembey
af the filfiow of Jeeurity wad chatpman of the group,  In iae with the

Inspecior Canerai's rocamamendatlon to padees o olimingis the many

ehiegarien of opedinl pusposn clesrseees, it i wotad o (e mutee ke

| Faperi thai s gonsalidation of cienrsares by issuasce of s NN 25X1A2C

damusl han bewn effected sad thax it (o recomziended sk HWEIC dovelop
sk gsimbiinh » sioallar aystem for consalidation im Len itllen, I cadoras
both of theve scttons,

o 5. In regard to the mw@rhyﬁ HIeNTaRT ey mm:m&{. i nivomgly
Joul thag basle securily wisarances for S RIOPRIEDT GF ure issund by

and the sanaitivity ke snope of the information to which ke will iawe

secesns Closrasces ehould wot, 3 ieel, be gramied on the boels recum-
wanded by the humcmr Comemal: narnely, the aracunt of invastigacion
;«n&w condecind.  This view is also supresses (o the Commitics
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REPORT OF THE COMMITTER ON CLEARANGE PROCESSES
| (L9, RECOMMENDATION NO, 9)

WMMM

PACECROUND:

1. The Inspector Ganarsl in Ma repart made after an lnnpection
of the Ciflce of Secnrity, included as Recommendation o, © the following:

"The UD/8, ie collaboration with the DD/E and DD/ P
study the possidilities of clarifying the clesrance
procens to raduce or slizainets the many eategovies
of specinl purpons clearances,

The oemaxts of tha Tapoctor General pexiaining to this recommendation
nxs shovn as Atimehment A,

A An» zesult of this rmmmuwum 6 Commiites wan formred
camposed of thess mambors, one desigusted by the DD/, one by the
DL/, amwd one by the BIN/S, the iatter mercher being ths Chalvman,

| DISCUBSION AND FINDINGS:

3. Dasle Types of Cleay 1, The Caruoitten, upon raview of the
sorurity clasvance pragram ted by the Personsel Security Biviston,

Oitice of Security, found that such Division fasnes two basic tyipes of
security clearances for tndividuals; namaly,

2. Security Cleasance for Ercployment by CIA

k. Secnrity Clsarance for Contact or Use (Mot
Employment oy 1A,

4, Zmployraent by GlAy
. Security Cleasance for ment by CIa; Al

positions within the Ceniral Inteiligence Agency are
claseifiod as "semsitive™ under the terms of Exacutive
Order 20430, and sccordingly, ali paraong who sre
eccopied for these positions must have been fully
investiguted pud meet the sacurity criteriz eztablished
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wider such Lzsculive Ovder. The investigation of
such individusle includes & full fleld Investigation
national agency uame chacks, and o rolygruph inters
view, Persons sccepted for emnploymaent after euch
investigation are aligible to recoive TOP BRCRET
information vn & Yasedete-dnow" basis,

rination: In our fntele

b Companteestation of Information:

Bgence activities it is LRTHIRAYY L0 conapartment
exiva sencilive information to the mintmmum nywber

of employees sscasuary to effactively and euccensfully
carey out asvinned Agescy mdestons. Exmapion of
this nformation ave;

frecial Intelligence

Gryptographle Information

MAT, BEATO, CENTC, Information
Rostricted Data

DFD and NPIC Type Programs

AMthough stafl emgloyses ave clesred for TOD
BECRET %y the Office of Security, it is necessary
for the Agsncy coraponent prioarily concerned to
wuthorine av ermployes o have saccess to such extrn
sensitive information hmesd on & “eeedeto-know"
and 8 “no objection™ cortification from the (Ofice of
Security. The authorisstion for acoess is not
grantud by the Offlice of Becurity but i gronted by
the componetts conteolling the Information. The
centrolling component briely the paveon and re-
quires & sigried secrecy agreement. Current
records ave hept by these componenta of those
employeen suthorized to have access to thely meterial,
Gomponents viiliving or effecting thase cortyols ave:

Cffice of Comrmmaications = CRYRTO

DFD (I 25X1A2
iy R - T+ EH
Cifice of @anmw o YO Clearance

Tap Secret Control Offlcer - NATO, SEATO, CERTO

In regard to the Wammw of cmﬂsdaﬂng oy wc&ming
the number of clearunces lsanad as sagnested by the
Inspector Ceneral &t {8 polnted cut that:
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{1} The issusuce of 2 *Q" Clearance is cone
trolled by AEC as 8 result of statuts and canmot
: be changed or consclidated with other clearance
i categories by this Agency;

. (2} CRYPTO Clearances are cantrolled by
o the Giflce of Comununicetions wndes apecialized
contyole;

{3} &1 Clesvances controlied by OCE within CIA
are sstablizhed thru interdapnsiveental and
NG Divectiver which we camant change;

(4) NATO, BEATO, snd CENTO Clearances
ars jssusd in accerdance with international
afroerments aud tharsfors, theso eleo cannot
be convolidated,

25X1A2¢c

ki | % Coutact ar Use by CIA:

_‘ :7'.:.,i 8. Hecurity Clearance for Cantact op Uae [Nt Tmnloyment)
o . by ClA: Becurity Cleasrantes for contact or use of individuais
el ' in this category sre granted after an aprropriste investigation

[ and sscurity sppraisal bn relation o the tutendsd une of the
S ' {individunl nod the degres of classified tuformation that will
' be made svailable to the individual, Tha investigation Lo
not a8 brand as thet for an employss, does not ordingrily
faciuds & polygesph interview, and ranges frorm name
traces to » Iull fisld investigation based on proponed use

. Approved For Release 1999/08/27 : Qg{;'gg%j%’,_';78-04007Aoovo7oo11ooo4-9
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of the individusl. Examples in this eategory ave the char
force, maintenzuce persomnel, persons working undesr
classifisd comtracts, persons contacted for vecrultment
purpossa and sowrcss uf tu!umgmca information o the
United States,

b Comtsct ox Use of Individnals » Compartrnentation:
The compenant of the Agency desiring to contact or
use an individual moet in bis reqnest for cloarance

1o the Office of Security indleate the degree of
clagsification of material to by conde aveilable o

the individual, the naturs of the dutivs ¢o b por«
formed, and the fregquency with whick he will requize
accees to the bighest claasification of infarmation
involved, Clesrauces sre granted for specific uses

srd cirownestances which effect camparizrentation

of inforroetion az neadsd, The Commmitter noted
that ths procsdure of the Feraonnel GCecurity
Livieion, in sppraieing and spproving a person
for o pertievlar use, serves two purposes:

{1} It soeures that all informaation aealle

ahle denctes that there are 2o Dnctors

which wonld make 1t appear thet it would

te unwise (0 nae B porson for spesified duties.

{2} Coordination Ia effected which would
awald posaitle conflict resulting from dif-
fornrd wses which two Ox more Agency cams
ponewts might lotend to maks of 8 person,
Undor present peactices, ths requesting
carnponent indicates the reauon 1t winhew
to spprokch & given pereon and hia file

in roviewwd, If it appears that sncther
camponant {s siready ualng the persan, the
Farsounel Baenrity Divislon determinen
from that componant whather tha sacond
contast would be in order.

Brlefing of Avpralzers: The Cammittes was advised fhat the

Mirecter of Secarity hat recemtly lagued bostructions to tha effect that
the Zondoy Ytaff Cilicers of the Forsennel Security Division srould be

Approved For Release 1999/08/27 : CIA-RDP78-04007A000700410004-9
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briefed on the differsns spocisl projects maintaining epecial controls ns
dascribed sbove., This will duxure that they are cogntzant of the activities
inveived and are in o better position to evaluate the information concerning
A pergan againat the duties to be perfornw 4 and the sensitivity of the .
roaterial to widch he wenld bave svcess. Alhough the Director of Security
took this action indapendent of suy sdvice fvom the Committes or any of
itz membors, &t one of its carliay meetings the rmembers agyreed that

- this would be most dasivable avd thet it would be fncluded as one of the
rocormendations of tha Commitien.

7. "Bigot List:™ 1% wan noted thet the fnopector General In paragraph 3
S of his comments {Attachment A) makes reference to the “bigor lat” as
o & valuable toul in malvtaining eperatioanl security end ooy which ahould be
' uesd an an exception i the suggested consolidution of epecial purpose
clenyanesa. The Comnmittes mumle inguiry regarding the "biget Het" and
wan advined thet this was n tarms wsed by the military during World War L
; I dnciuded the saman of those who, by virtue of thelr dutier, roight requive
| mowledgn of all sensitive projects and who had been chacked out for
unguesticned loyalty and honesty, Hence, if o perzon's namo were on
thip L2, no additionnl checks were rade of his file rogardlaga of the
! msture of additional gensitive information co ke given him or the duties to
| L msaiyned to him. This procefure was followed whether or not it mesnt
R acoana to new snd apositive projects and sctivities which ware zot even
o contampiated at the tiwe his name was originelly placed on the “idgoet
o st ¥ Incofar as ia known to the Committee, no “digot Mot as defined above
ban ever beon wied dn CIA. However, it would eppear that the Inspector
P Ganeral may have had in mind that & doterrnination of eligihility by the
L Perzomel Jecurity Givision for say one of the sennitive activitles, such
A a2 DPD or NPIC, would sutonmtically denote eligibility fur the others
e without adtittonsl eyaminstion of kis file or any ether sction on the pare of
the Porsounel Becuriry Division,

|
o 8. Clsarancen Catagorised Besed an Mveatigation; After a thorsugh
S review of Forsounel Gequyity IMvia Serati Commitiee dnas not
oy sgree with the L G, 's soggestion that alummm be catspgorired based
e on the extent of tnventigation, The Committee fenls that clearence ,
w categories should be hased on use of the individuals e is presently the
L case. The use dotermines the scope of Investigation and eppradeal.

9. Central Recorde: ‘The Comnittes was advized that the Director of
Sucurity recently directed that there be ocns central place in the Cffice of
Security wilch would dhow 811 senaitive sctivities for which a person han
heon approved for Rccens by the sponeoring component. The Cemmitice

Ll
-
|

s
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feels that in this commpction the Oifice of Security should consider the use
of » plun worked up by the DD/T member of the Committes, which shows
how date pewtalning to sscurity approvals sould be placed on IBM carda
which woald give {a compact {orm vouch of the information desired with
respect to & particular persom {See attachment B).

CONCLUBIONS:

15, The teswance of the NN }'2rual which consolidates fome 29X1A2C
clesrances 12t vne will De of bonafit and 1t i felt the sarne or a elmilax
counsoildation process should be effected In NPIC.

Ik The sypraizal of & pevson fer glven dules is ynovt desirable and
shovid Do continned, rather than the establishment of & small nmnbey of
Telsprances, ' which wogld avtomatically determine the level of tuformation
to which an individual would be gracted accesa. In addition, no individual
should be considsrad as having autorzatic access to all esnsitive information
asd projects, regavdiess of the extent of previous appraisnls,

12, ‘The (¥fice of Security iseuea two basic types of grecurity clearances
based on empleyrers and vse and it ip not felt desivable or advizatle to
rodncs thls rumbear further,

13, The instruction of the Dizector of Security thet Bentar Giaff Officers

- of the Personnel Security Diviaien aze to be briefed on special projects ie

wadorsed. This acticow 13 nocessary if thane officers nre to evaloats properh
inforzsation concerning paracus to be given access to such projects.

4. The ecatabllehmmant wm Divector of Jecurity of & central flle in
the Office of Jecurity showing all sengitive ectivities fov which a pereson
has boen cleared 15 exvdorsed with the following understanding:

2. This centyal file is mainteined primarily for
the intavnel needs of the Office of Becurity

b It will serws as & central record check polnt

{for only senior officiels of the Agency where such
offictala have need of Informativn to mieet thelr own
respousibiltitios; snd

¢ The fille would not necessarily indods n complete
Heting of sensitive DD/ projects and & check of the
fiie will, therefore, not necessarily reflect all auch
projects for which & particular employes or former
empiwm hnd been clmm‘- Lo

Approved For Release 1999/08/27 CIA RDP7§ O4007A000700110004 9
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RECOMMENDATIONS:

15,  That NPIC develop and inatall » aymm for clsarances similar to
tae I 2 vetex of DPD,

146, That thors De na change in the practice of the Fersornel Sacurity
Division issuing security clearancea by appraising the facts Zathered from
investigation and other gources sgainst the particular use to which the
person is to be put and the sensitivity and scope of the information to which
he will have accens, pa compared to the suggestion by the Inapector General
to estegorize clearances haned on the smount of investigative coverage
Gandwwﬂ.

37, That the Offlce of Scourity continue the fxsvance of two typoes of
basic security clearances, marasly, for Yemployment™ and "contact and/or use. '

18, Thet the Committes recommends ageinst any change which would
result in the vae of 2 "bigot lst" such as was maintained by the military or
adopting any other blanket or avtomatic spproval of persens for use on sen~
sitive dutios on the haals of the mm of investigation and/or & standard
appraisal process.

19, That with the agpmm of this report it be considered that
Recommendation No, § of the Inspecter Ceneral has been complied with
to the extent foasible.

L4 N |
R 5T P Member i Cnmmittes

e

BN 5571 dember of Gommittes

riw“t
g

0 Hexiber of Committas (Chsiiman)
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A TEMGPMENT A
e 4Ry LAsarantos

. In eddition to clenransas fov abull msapteyeesn the Cayaeenel

. § Eaves hwed P A AS@ G i
ey Livislon sregdseat & wide varety of i,m:vns%. pEr wmgniad

- g TERLPANTEE. Thase bochads soch catagovies pf i plapaads a#,

Tumansy COBTRELGRS, ﬂmmmﬂ» wnd tnsmporery asaploprcs.  Janes af
tsede poh aat cluepnetan S m tyus sonen of the wend bub slnaply
mma of Bandhing mwéu te spenified ayose.

2. Tha Division slse supporis otbey Agancy componeals

dapiving clentanves snd vertilnalion

s oF jolnrwmation, Thy scticas

inelude 5l elnagance, cryptographie clevrwnce, [N 25X1A2g

cisprmaes, Top Geryel control dosigaess, tada Department ad 314

raridficotinn, clanelliod comlyact and contect, citinrem soil abien ecolach
and O clekpants processing. This prolifavation of eprotal parposs
earsnees centiibatas b incesaned secarity barards in vhew of tha

ey Msm pes of the bevm “cleared”. Categoriss of chearantas

: 'Mm Mmmm bt 18 sivwid be posaiile to dovalop broaday catagories

m foorny o thew, mswmmu Duasd om the exfant of invasiimation.
amd appeainzl vony b a prasticst umtmb- Tohe lowest bovsl of
clanrmay woadd twvalve caly u tadiees chachs the mows Wygaer bewval,
» Sa11 o2 pavitel beckgrovad tuoventiguclon bet ad palygraph; the lop
level, full backgesund lovestigatiun ncinding nﬂgtmnw Y

cinaranes, Ferhaps fonr o five lovelp of cleaznnco coald hasvrporats
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Y} the presant apooist ymwa -anWM. Such levels wonld be
pasily waderatood sad would clsavly indlusto tn extont to which
. - e dolder wenld Be enthoriesd to veceive classilied or geneitive
| Inbrination. ‘ ‘ |

% Eweaptions to the sugpested consolidution of specind
o o purpshe clauransss probably odesld be conticued, Yo hewn in mmﬁ;
“ | Sow canenpls, the "bigot Hat” commonly esard o Loait Raowledgs of
| ‘ wansuzily sensitive mzmm»mamm Acturily thie fn & contrel |
| mechanlom rathey hss & clanrsnee and ehen properly ased ls s
i walushis tood in maistalaing sprrational secarity,
j! ﬁm&mmmﬂmﬁm P, 1;

Chs WG In collaberstion with the DOK end B0/, study
| N the poastbiiities of elarifylug the cleatanee provass to reducs of

sltmiento tha many exteporive of specinl purpose clvaranerny,

Approved For Release 1999/08/27 : CIA-RDP78-04007A000700110004-9
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ATTACHMENT B

SUGGESTED PLAN FOR USE OF IBM CARDE

Am shewn on the attached, & rumbsy or code would be wded to
deaignate the diifarent tema of Interest to the Farsonnel Facerity
THvinion, which could be piaced on LB caxda.

Do A, shows the 17 ditlesent typey of peveons
i whert the Hgancy bas an Interest,

T Ttexn B, ahown the component of the Ageney in
. which the person warks, #f ewmployed by CIA.

Tteya £, shows the 14 Sfferest offices which
. oxdinsrily se¥ for approval to give clagaifled infor.
roadion 1o & prospective esaployes, a consultani, &
contractor, oy cihors, & 1o cantact & Pereon.

e ), shews the investigetion or cther scticn
taan with Tespect to gathering informatiom upsn
wiich to bass o decision,

e B, nhows the three differant types of
vlassified information te which the pevson will be
sxpused, ea well as the contacting of @ pevecn without
giving moy classifled informoation and the category of
e those who way iasdvertently be given access to

L elsesiited informatisn.

fiers ¥, shows the spprovals fur access to
epecial projects or sensitive waterial.

Thus, U the card of JOHN DOK showed the following:

R ' 1 T % Aezele 8 13
| | A-2-3-

it wonld indeate that JORN DGR was o staff emplayee, that he worked
5 ON3I0L, that the Office of Personnel bad requested kis security

SECHET
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y & Mational Agenny Ghack, & backgroun tnvectigstion, » poly~

and that the question <f Corelgn relntives kad been rooolved, thet
he had been spproved for uae on dutles inveiving sccess to material through
TOW §FRCRET, and accass approvel from the awmgrm componaent to
&Y and CRYPLON

ﬁ;ﬁ ging, that tnvestigatiwe coverags bad Includad a check M-‘
Hre
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M,Lm

mm mcmumm Spottar
N |
CENG

- B &, mmhﬂ- &.

Froject I

t6, Other 1. 8. Goveramant E&mplmea
17, Costractoen
5. A Lo , “A ey Exnmlopes
. OL | -
& !JKHI“. oto.
G Sponsow
1. op
% C8 .
FOIAb3b1 % oo
&, OG ‘
8., OCR/LD ’
6. Im"), Gorprmmism Steff
7. M5 |
B, QGQ
2. Cozsnptroliey
10, o L
14, OL
2, TED
13, osynomr
14. ORR/EDI
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2. Investication

1. CBfIndices

2. HNAG

3. Bk

%, fouwrce K

6. Tovelgn Relntiven

7. Verification from Parent Agency

T. Level of Classificd info Ixpaned to

i. MNone

&, Periodic Enadvertent
2. Gonf

4. Dperet

8, ‘fop fected

. Accens m‘ﬁmﬁ:ﬂh@ Material

I. 81
2.
3.
.*r.
25X1A2g %
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